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Motivation

I No good way to measuresoftware security
I Software market as a `market of lemons'(Anderson2001)
I Solution: Vulnerability Market (VM)

I Establisha product's cost to break
I (Schechter2002a,2002b,2004)
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A SimpleVulnerability Market

Software producer
I Pays a reward, R, for eachuniquevulnerability reported
I O�ers reward in both pre- and post-releasephases
I Makessoftware freelyavailableto testers(*)
I For closedsourcesoftware, testersget executables

Tester
I Report vulnerabilities
I Anybody can be a tester

* Addressedin more detail in the paper.
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Producer'sMotivation

What ValueDoesthe ProducerObtain from the VM?
I Improvedproduct quality

I Attract larger fraction of pool of existingtesters
I Grow the pool

I Usefulmetric
I Relativemetric to di�erentiate its product
I Metric to judge the quality of outsourcedcoding
I For producerthat hasinvestede�o rt in securecoding

Assumesvulnerabilitiesare ordered.
I Shared vulnerability �nding heuristics
I The samevulnerability will be found more than once
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Product Di�erentiation

The VM Allows the Producerto Di�erentiate Its Product

I R is the lower bound on its product's cost to break
I Establishupper bound on competitor's product's cost to break

I Buy a vulnerability for the competitor's product
I Usea trusted third party
I Pay < R

I The producer'sproduct is thus more secure
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Software Producer'sCriterion

But can we improve the idea?

The produceris interestedin:
I Value: Pay as little as possiblefor eachvulnerability
I Speed: Fix vulnerabilitiesas early as possible
I Order: Fix easy-to-�nd vulnerabilities�rst
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A More AdvancedVulnerability Market

Pre-release
I Usea continuouslyincreasingreward

I R = R0 + tr
I R0 is minimum reward
I t is the time sincethe reward was last claimed.
I R resetafter eachreport

I Maximizesvalueat the expenseof speed

Post-release
I Either usea continuouslyincreasingreward

I R0 is the reasonablyhigh minimum security assurance
I the security assuranceincreasesuntil reward reset

I Or usea constant reward
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AdditionalComplexities

I UseVM to �nd quality defects
I pre-releasephaseonly
I R = (R0 + tr )x(severity)
I resetR evenfor minor defects

I Trustedthird party
I assessesbug value
I assessesuniqueness
I tests reports ! reports contain exploit
I ensuretester pseudonymity (*)
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The Vulnerability Market asa Bug Auction

I Ascending�rst-p rice (reverseDutch)
I Open
I Sequentialmulti-item
I Variable demand
I High entry costs
I Negligiblebid costs
I Bidders

I independent
I private value
I asymmetric(*)
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The Format of the Bug Auction

Biddersare asymmetric! this auction is not revenueequivalent.

Is the reverseDutch format most appropriate for a bug auction?

Conditionally, yes:
I It conveysno information about the number of bidders
I It is preferredby risk averseproducers
I A reward is always o�ered
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EndogenousEntry

Producerswant to encouragetestersto enter the auction.
I Valueof 1 extra bidder � pro�t from res. pricesor entry fees

Enhancement1: Employ a large R0 for �rst auction(s) in sequence
I Or increasereward more rapidly / usediscontinuousjumps
I After initial auction(s) keepR0 reasonablyhigh
I Bene�t

I jumpstarts sequence
I increasesspeedat somecost to value
I help testersamortize cost of learning product
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VariableDemand

Two typesof demanduncertainty
I Bug uniqueness! lower prices(good)
I Sequencelength ! lessparticipation (bad)

Enhancement3: Reducelength uncertainty to induceparticipation
I Producercommits to minimum duration/budget
I Auction endswhen

I minimum budgetconsumed
I or chronologicalcap surpassed
I (whicheveroccurs�rst)
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BidderAttacks: Resale

Resale
I Bidder reports vuln, then resellsit on black market
I Bug auction could thus decreasesecurity
I This problemcannot entirely be resolved

Enhancement4: Reducereward if exploit is found in the wild.

Andy Ozment Bug Auctions: Vulnerabilit y Markets Reconsidered 14



Motivation
Vulnerabilit y Market

Bug Auction
Conclusion

Vulnerabilit y Market as Auction
E�ciency Enhancements
Bidder Attacks
Fundamental Problems

PracticalAuction Design

Most important aspectsof practical auction design
I Encouragingentry
I Preventingcollusion
I (Klemperer2004b)
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BidderAttacks: Collusion

Enhancement5: Do not revealthe exactnumber of testers
I Make collusionimpractical
I Preventcolludersfrom punishingdefectors

I unknown number of testers
I pseudoanonymity

Doesnot solveengineer-testercollusion
I Engineercould intentionally plant bugs
I Defenses

I reward engineerson quality
I sting operations
I existinglegal/institutional tools

I No great solution,but not a new problem
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FundamentalProblems

I First to market ! minimal pre-releaseauction
I Potential cost of assurance
I Flurry of bugswhenproduct released
I Reality vs perceptionof security
I Pay for testing that usedto be free
I Copyright infringement
I Are vulnerabilitiesfound in order?
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Conclusion

Vulnerability Market & Bug Auction
I Providea comparative measure! stop the lemonse�ect
I Improvepre-releasetesting
I VM better understood as an auction

I Endogenousentry
I Variable demand
I Collusion
I Resale

I Assumesvulnerabilitiesare ordered! will be re-found

Innovativesolution to a vexingproblem.
Would requiresigni�cant cultural / businesspractice changes,
but the potential gainsseemworth the investment.
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ProducerAttacks

Submitting a (planted/held in reserve)bug to
I ResetR if it is large
I End auction sequenceearly

Enhancement7: promisedfundsheld in escrow with TTP

Additional disincentivesagainsttheseattacks
I Large unclaimedreward is good PR
I Sequencehaschronologicalcap, just wait
I Accounting/legalobstaclesto reclaimingfunds
I Reputationdamagefrom reward being claimed
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