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Motivation

I No good way to measuresoftware securily

I Software market asa maket of lemons'(Anderson2001)

I Solution: Vulnerability Market (VM)

| Establisha product's costto break
I (Schechter2002a,2002b,2004)
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Vulnerability Market Simple VM

Complex VM

A SimpleVulnerabiliy Market

Software producer

I Paysa reward, R, for eachuniquevulnerabiliy reported

I O ers reward in both pre- and post-releasghases

I Makessoftware freely availableto testers(*)

I For closedsourcesoftware, testersget executables
Tester

I Report vulnerabilities

I Anybody can be a tester

* Addressedn maore detall in the paper.
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Vulnerability Market Simple VM

Complex VM

Producer'sMotivation

What Value Doesthe ProducerObtain from the VM?

I Improved product quality

I Attract larger fraction of pool of existingtesters
I Grow the pool

I Usefulmetric

I Relativemetric to di erentiate its product
I Metric to judge the quality of outsourcedcoding
I For producerthat hasinvestede ort in securecoding

Assumesyulnerabilitiesare ordered.
I Shaed vulnerabiliy nding heuristics
I The samevulnerabiliy will be found maore than once
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Vulnerability Market Simple VM

Complex VM

Product DI erentiation

The VM Allows the Producerto Di erentiate Its Product

I R Is the lower bound on its product's costto break

| Establishupper bound on competitor's product's costto break

' Buy a vulnerabiliy for the competitor's product
I Usea trusted third party
I Pay< R

I The producer'sproduct is thus more secure
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Vulnerability Market Simple VM

Complex VM

Software Producer'sCriterion

But canwe improve the idea?

The produceris interestedin:
I Value: Pay aslittle as possiblefor eachvulnerabiliy
I Speed: Fix vulnerabilitiesas ealy as possible
I Order: Fix easy-to- nd vulnerabilities rst
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Vulnerability Market Simple VM

Complex VM

A More Advancedvulnerabiliy Market

Pre-release

I Usea continuouslyincreasingreward
I R=Rpt+ tr
I Rp 1S minimum reward
It iIs the time sincethe reward was last claimed.
R resetafter eachreport

I Maximizesvalueat the expenseof speed

Post-release

| Elther usea continuouslyincreasingreward

I Ryp is the reasonablyhigh minimum securiy assurance
I the securiyy assurancencreasesiuntil reward reset

I Or usea constantreward

Andy Ozment Bug Auctions: Vulnerability Markets Reconsidered




Vulnerability Market Simple VM

Complex VM

Additional Complexities

I UseVM to nd quality defects

| pre-releasghaseonly
I R = (Rg + tr)x(severiy)
I resetR evenfor minar defects

| Trustedthird party

assessebug value
assessesniqueness
testsreports | reports contain exploit

I
|
|
| ensuretester pseudonymy (*)
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The Vulnerabiliy Market asa Bug Auction

Andy Ozment

Ascendingrst-p rice (reverseDutch)
Open

Sequentialmulti-item

Variable demand

High entry costs

Negligiblebid costs
Bidders

' Independent
| private value
I asymmetric(*)
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

The Format of the Bug Auction

Biddersare asymmetric! this auction is not revenueequivalent.
Is the reverseDutch format most appropriate for a bug auction?

Conditionally yes:
I It conveysno information about the number of bidders
I It is preferredby risk averseproducers
I A reward is always o ered
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

Endogenou&ntry

Producerswant to encouragdestersto enter the auction.
I Valueof 1 extrabidder prot from res. pricesor entry fees

Enhancementl: Employ a large Ry for rst auction(s) in sequence
I Or Iincreasereward more rapidly / usediscontinuougumps

I After initial auction(s) keepRg reasonablyhigh

| Benet

I jumpstats sequence
I Increasespeedat somecostto value
' help testersamatize cost of learning product
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

VariableDemand

Two typesof demanduncertainty
I Bug uniguenesd lower prices(good)
| Sequencdength! lessparticipation (bad)

Enhancemen®B: Reducelength uncertaint to induceparticipation

I Producercommitsto minimum duration/budget

I Auction endswhen

I minimum budgetconsumed
I or chronologicalcap surpassed
I (whicheveroccurs rst)
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

Bidder Attacks: Resale

Resale
I Bidder reports vuln, then resellsit on black market
| Bug auction could thus decreasesecuriy
I This problem cannot entirely be resolved

Enhancement: Reducereward if exploitis found in the wild.
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

Practical Auction Design

Most important aspects of practical auction design
| Encouragingentry
I Preventingcollusion
I (Klemperer 2004Db)
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

Bidder Attacks: Collusion

Enhancemen®: Do not revealthe exactnumber of testers

I Make collusionimpractical

I Preventcolludersfrom punishingdefectas

I unknowvn number of testers
I pseudoanonymyt

Doesnot solveengineer-testecollusion

I Engineercould intentionally plant bugs

I Defenses

I reward engineeron quality
I sting operations
I existinglegal/institutional tools

I No great solution, but not a new problem
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Vulnerability Market as Auction
E ciency Enhancements

Bug Auction Bidder Attacks
Fundamental Problems

FundamentaProblems

I First to market ! minimal pre-releaseauction
| Potential cost of assurance

I Flurry of bugswhenproduct released

I Reality vs perceptionof securiy

| Pay for testing that usedto be free

I Copyright infringement

I Are vulnerabilitiesfound in order?
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Conclusion

Conclusion

Vulnerability Market & Bug Auction
I Providea compaative measurel stop the lemonse ect

I Improve pre-releasdesting

I VM better understad as an auction

Endogenou®ntry
Variable demand
Collusion

I
|
I
| Resale

I Assumesvulnerabilitiesare ordered! will be re-found

Innovativesolutionto a vexingproblem.
Would requiresigni cant cultural / businesgoractice changes,
but the potential gainsseemworth the investment.
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Conclusion

ProducerAttacks

Submitting a (planted/held in reserve)oug to

I ResetR if it is large
I End auction sequencesaly

Enhancement/: promisedfundsheldin escrav with TTP

Additional disincentivesagainsttheseattacks
| Large unclaimedreward is good PR
I Sequencéraschronologicalcap, just wait
I Accounting/legalobstaclesto reclaimingfunds
I Reputationdamagefrom reward being claimed
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